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Vigilante grocers: Is temperature screening of customers by retailers an ethical and valuable
restriction on privacy and freedom?

Anne Zimmerman*

ABSTRACT

“Government has a unique role in public health”* which now calls for extraordinary means to control the
spread of COVID-19. In the absence of clear governmental guidance, companies must navigate public health and
implement fair policies to promote safety, acting in what is traditionally government’s realm.
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INTRODUCTION

Before the COVID-19 pandemic, the protection of consumer privacy had reached a milestone with the
enactment of the California Consumer Privacy Act (CCPA).? Stores that screen customers for elevated
temperatures challenge the basic ethical underpinnings of the new law: that personal private medical data is to be
controlled by oneself. The pinnacle of privacy and control over personal data, the CCPA as it applies to data being
collected new ways could impede COVID-19 public health goals.? Yet there is precedent to release personal
medical information in other public consumer arenas. “Government has a unique role in public health”* which
now calls for extraordinary means to control the spread of COVID-19. In the absence of clear governmental
guidance, companies must navigate public health and implement fair policies to promote safety, acting in what is
traditionally government’s realm. Customers, as opposed to employees, would arguably be subject to data
collection but not storage.> Customers will be subject to actions that violate traditional notions of the doctor
patient relationship, data privacy, and freedom. The actions can be justified as noncoercive, a public health
necessity, and as less restrictive than keeping businesses closed. The justification does not necessarily imply that
companies should be managing the public health task themselves. Temperature screening, important now as
some stores selling essential goods are implementing it, will become more crucial as more indoor public spaces,
malls, retail stores, and service industries reopen.
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ANALYSIS

A. Is temperature screening worth the sacrifice?

“In a liberal, pluralistic democracy, the justification of coercive policies, as well as
other policies, must rest on moral reasons that the public in whose name the policies
are carried out could reasonably be expected to accept.”® Temperature screening is
not coercive: staying home is an option for customers (not employees). Another option
is to arrive at the store, deny the screening, and be denied entrance to the normally
open-to-the-public space, also negating the coercive aspect. The customer, having
made the decision, would be free to leave. In certain industries, businesses have rules
that more severely restrict people’s freedom and include the collection of personal
medical information. In most cases, there is a legal requirement for the action. Airport
scans, recently adapted to reveal less and preserve more privacy, are TSA-driven and
not imposed on customers by airlines themselves. Airlines do have a lot of power to
ensure that flights are safe, on balance, giving them power over personal data.
Amusement parks are governed by rules and regulations by state, local, and the federal
government that include height and weight requirements; they ensure safety by
following laws as well as internal and industry guidelines. Even bungee jumping and
zip-lining are regulated to promote safety in ways that may require demonstrating an
absence of certain medical conditions. Customers must divulge personal information
and medical histories. The permitting process in many industries requires proof of
safety measures and agreement to hold inspections. From the customer perspective,
the laws and regulations matter less than the action. Customers benefit from safe
airlines and amusement parks and willingly give medical information in exchange for
participation in air travel or amusement park entertainment. Temperature screening is
within accepted standards of requirements to participate, justified by the public health
it would promote and its non-coercive nature.

While many stores have nondiscrimination policies, the potentially contagious
customer does not have any fundamental right to access that would override the
public health concern. It is reasonable to accept and even embrace temperature
screening knowing others inside the space will also have been screened. Temperatures
often indicate the most contagious time in a viral stage and even non-COVID-19
temperatures can indicate contagious conditions. Temperature is usually protectable
data: it is to be kept private if it is a product of a hospital or doctor’s appointment.

COVID-19 disproportionately affects certain populations including, most notably,
the elderly. Reopening stores and businesses is an opportunity for those without
special vulnerabilities wanting to go back to public space. Immunocompromised
individuals may choose to protect themselves by staying home, wearing additional
personal protective gear, or avoiding crowds. My own immunocompromised post-
chemotherapy daughter is incredibly cautious, going to great lengths to protect herself
regardless of government directives. She benefits from those directives because other
members of our household are less likely to bring the virus home if public spaces are
closed or engaging in temperature screening and enforcing social distancing and mask
recommendations. Stay-at-home orders combined with other nonpharmaceutical
interventions like closing schools and wearing masks in crowded spaces should work
for flattening the curve.” The strain on the economy and on personal liberty makes
them unsustainable in the long term. A solution like temperature screening makes
public spaces safer but may work best in conjunction with particularly vulnerable
people continuing to avoid crowded public spaces.

There is an urgency to addressing the ethical basis for retail stores performing
temperature screening as some stores have already begun. In Connecticut, LaBonne’s
grocery stores began checking temperatures without recording data.® Atlanta’s City
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Farmer’s Market chain is also screening its customers. Walmart has chosen to stay out
of what it considers a public policy issue, refraining from testing customers’
temperatures.® Greenburgh, New York, a municipality, is requiring grocery stores and
pharmacies to check temperatures.’® Temperature screening is a valid and effective
way of controlling the spread of COVID-19, and will become especially important when
more businesses reopen.t! It is reasonable to conclude that no one should be
permitted entry into enclosed spaces with a fever. The efficacy of temperature checks
has been debated with many public health experts in favor.'? Other countries that have
successfully contained the virus have used temperature checks.'® This paper assumes
enough efficacy to warrant some temperature screening policy -- some benefit or
containment would derive from screening those entering public indoor spaces and
barring those with a temperature of 100.4 or higher from entrance.

Temperature screening of customers has two rationales: under OSHA, such
precautions protect employees by limiting exposure to customers who may carry the
virus; and, the precautions serve the public health goal of transmission prevention. If
reporting requirements or tracking ensued, the public health benefits would grow at
the expense of control over one’s own data. Websites usually offer data restriction
choices by using a pop-up. An in-person temperature screening is a new data point
that companies (especially small retail companies) are not prepared to deal with. If any
data is collected, customers should be notified about how the temperature would be
used, who can access it, and how the customer would remain deidentified. Failing to
track the febrile customer who might transmit the virus seems more ethically
problematic than the privacy violation. Without government directives, stores would
have trouble justifying saving or sharing the data for the sake of public health.

Public health initiatives required by law, permitted by law, and ones not addressed
by law have different ethical implications. Efficacy alone would not allow stores to
impede freedom and privacy more severely. Stores cannot detain those who display a
symptom or refuse to wear a mask. Temperature screening must be within reason to
be considered permissible. Stores like Walmart are using the absence of a
governmental directive as an excuse to avoid an efficacious and sensible policy.
Walmart is permitted to remain open as essential, a huge economic benefit. Customers
may see Walmart’s stance as more ethical: valuing customer privacy and freedom.
Stores like LaBonne’s are managing risk themselves to protect employees and the
public. In Greenburgh, store employees can simply argue they are following a local
government directive. Temperature screening should be accepted within a rights-
driven, liberty-oriented society because it is a reasonable safety measure that creates
the possibility of cautiously reopening many stores and public spaces. Some freedom is
gained by a small loss of privacy and a different freedom.

B. Privacy in public temperature screening

Privacy in the doctor patient relationship enhances value by promoting trust.
Confidentiality promotes open communication with doctors and healthcare
professionals. In COVID-19 customer temperature screening, the person taking the
temperature is likely not trained in confidentiality and not HIPAA educated.
Customers, traditionally not seen as patients, are operating outside of the traditional
scope for the sake of the common good, allowing a non-invasive screening. Stores
that screen customers should have a non-invasive thermometer that hovers and does
not touch the customer. Evaluated by the principles of efficacy, necessity, and the
least restrictive means, temperature screening may allow more freedom to move
about and more businesses to open. Strict stay-at-home orders prevent the necessity
for widespread screening, yet reopening stores creates a situation ripe for more
pervasive temperature screening.

Companies, stores, the local government, or police have little to no experience
with personal medical data collection in the sphere of retail goods and services. In
some cases, people might ask for a private space for the temperature screening.
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Stores should provide such a space but realistically they probably will not, making the
screening a public event. LaBonne’s is not storing the data but arguably an elevated
temperature would be witnessed by others outside the store who may know the
identity of the febrile customer as many shop among their friends and neighbors.
Yelling the temperature over to a different employee would be a serious breach of
privacy; the employee taking customer temperatures should be trained to be discreet.

C. An ethical lapse: the failure to record data that could improve
public health and the economy

The results (a high or normal temperature) bring up the ethical conundrum: if the
customers are asked to leave, the data and the customer are still in limbo. As COVID-
19 testing becomes more readily available, the customers could be referred to a
COVID-19 testing site. Failure to track them could allow them to try their luck at
another store, spreading the virus if in fact they do have it. For privacy, it would be
best not to store any temperature data creating no metadata for the event. For public
health, tracking those with an elevated temperature is worthwhile and has been
helpful in other countries. The right thing for a business to do probably lies in
between: for an elevated temperature, recommend an online doctor’s appointment
or send the customer home to consider seeking medical advice. A government
directive to report elevated temperatures for legitimate public health purposes like
tracking is reasonable and would be an appropriate directive for stores to follow.
Absent government use of the data, companies and stores should not be operating
vigilante public health schemes that track and ban certain customers for extended
periods, behavior that risks producing scarlet-letter-style stigma.

WHO goals to find, isolate, test, and treat every case would be furthered by
tracking and testing those with elevated temperatures.?* South Korea has in place a
mechanism through apps and electronic bracelets to track those who test positive.®
While their policies conflict with privacy and freedom, more businesses could reopen
and more people could go more places while following social distancing and mask-
wearing recommendations. The US population might be amenable to a model like
South Korea’s when it is key to exercising freedom to move about in public, allowing
workers to return to work, and consumers to enjoy stores and businesses. WHO
seems not to envision its goals being handled by companies rather than public health
authorities. The return to retail businesses and in-person services should be
commensurate with a distinct protocol that fairly applies to all customers. The
tradeoff for forgoing privacy is allowing stores to open, people to work, and
consumers to consume.

D. Ethical baseline: notice and informed consent

Notice of policies affecting customers is an ethical obligation. Companies should
make a statement on a website and install signs announcing that temperature
screening will begin on a certain date (official notice) and what the screening will
entail. Businesses that require temperature taking could provide exceptions based on
proof of antibodies or a current negative COVID-19 test, especially if the “immunity
cards” considered by Anthony Fauci become widely circulated.'® Otherwise, there is
no obvious expeditious way to request, accept, or deny an exception if the interaction
is taking place outside on the curb instead of online.’

Kinsa, the thermometer company now well known for gathering temperature data,
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sells the data to pharmacies who use it for commercial purposes, specifically, to boost
sales of products people with an elevated temperature might want.'® Through a built-
in feature, Kinsa avoids any type of consent of the unwitting customer. While no
personal data accompanies the temperature data, Kinsa is profiting from the data in
unexpected ways and stores’ notice to customers should include that type of data
collection as well.

CONCLUSION

Government entities should weigh in on stores and businesses imposing
temperature screening as a condition of entry. The stores are ensuring employee
safety and contributing to public health by conducting temperature screening. Absent
government directive, companies should agree not to store or use customer medical
information, despite the data’s valuable role in public health. A government order
requiring reporting for the sake of tracking and isolating those with COVID-19 would be
a proper use of government authority ensuring ethical data protocols. The data is
essentially wasted in the absence of any reporting requirements. Hopefully, companies
and customers will participate freely in screening to make shopping safer. As stay-at-
home orders expire, government should oversee the uniform application of tracking
and testing those with elevated temperatures. For now, the government vacuum in
retail temperature screening is handing power to retailers and grocers who do not
know quite what to do with it.
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